Wireless Application Service Provider Association

REPORT OF THE ADJUDICATOR

WASPA Member (SP): Dialogue MobiléSP1) Smartcall Technology
SolutiongSP2)

Information Provider (IP): Loconet

Service Type: VIS marketing campaign

Source of Complaints: WASP Anedia monitor

Complaint Number: 18986

CodeVersion (CoC): Code of Conduct2.1

Advertising Rules (AR): 11.1.1;11.2.1;11.25

Date of Adjudication: 30 June 2014

Other Adjudications referred to:

Complaint

1. On the 28" November 2012the WASPA media monitéodged a complaint against
DialogueMobile (SH) alleging that the following sections of the WASPA Code of Conduct
(CoC) had been breached

1.1.Section3.3.1
1.2.Section3.5.1
1.3.Section 4.1.8
1.4.Section5.1.2
1.5.Section5.1.3
1.6.Section5.1.12
1.7.Section5.3.1
1.8.Section 9.1.1
1.9.Section 9.1.7

2.The WASPA media mitor hadreceivedan unsolicited message her personal phone on
Sunday 25" November 2012, at 10.18 hours, informing her that she, a8 2 R @ 8 Q f dzO{ &
winner of R125 000/gift, SMS ur name and number to 48040. SMS cost only R5. Offer
expires today. CompeA G A2y OSNAFASR YR | LIINRPOSR o6& [202)
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3.WASPA media monitor filed a formal complaint the next @gpendix )on the grounds
that

3.1. TheSMSwas not a promotional competition;

3.2.  There was no confirmation of competition entry in response to her reply ofenam

and phone number;

33. wp 6la NBY2OSR TNRBY (GKS Y2yAG2NRa FANIAYS 4
26" November2012 although the test number should not have been able to access the

competition;
3.4.  No customer support number was available for queries;
3.5. TheSMSwas unsolicited,;
3.6. Itwas senton a Sunday;
3.7.  There was no opbut on the message;

3.8. The wording of tk SMSsuggests that the user hadready won a prize; but there

was no confirmation received:;
3.9. Nodetails of the competitiorwere given
4.The Media Monitorequested that
4.1.  All SMS marketing campaigns be stopped immediately;
4.2. Information be provided on how the cell number was selected:;

4.3.  An explanation ohow the competition woked and how prizes were awarded be

furnished.

SH) Response

5.SH respondedby forwarding the complaint to the IP and suspending its services the
following day. SPalso said that the IP was an affiliate member of WASPAdndix 2. In
an email on the 28 November Appendix 12, the SP1 statedthat KS Lt Qa | 002 dzy i K

only been activatedn the 23¢ November, thathe IPsigned up as a bulk account amaid
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then requested MT Billing for music download. His credit references were clear and there
was no indication that he was running a competition campaitgawasnformed of the
WASPA CoC drthishad been given to hinBPlindsted that they mly acted as the

aggregator fothe IPto usetheir routing system.

6.6 KS Lt QZApNddx.pantre 37 November2012(by means ophonecalls and

emails)made it clear that he thought the corfgint could be waived as they had been

GOAOGAYEaE 0SOlFdzaS (GKSe& g2dzZ R y24G f#tibndsd Sy d SNBER

the supension was bad for businesse alleged that thecell numbers had been entered
on 22 November2012¢ although SP1 said ¢hiPhad only been activated on the 23
November2012

7. On the 2% November2012 the IP admitted

7.1.They hachow familiarised themselves with the WASPA CoC and realised they were

at fault;
7.2.They should not have charged R5 for processing and delivery;
7.3.Theyshould not have sent thEMS®s on a Sunday;
7.4.The messagm the SMS was unclear;
7.5.  They would not run any more promotional or reward events;

7.6. They would adhere to any recommendations by the Media Monitor and they

apologised for the inconvenience.

8.SP1 wrote itthe afternoon of 28 November2012(Appendix 34 K & G KS Lt Q&
activated on 19 November, but there had been connection problems érmhly went live
over the weekend. They did not supportth®@IB 06 SKI @A 2 dzNJ Hheen G KS

suspenéd from the time they learnt of it.

9.TheWASPA Media Testtren tested the IP subscription service (18986.022) and

discoveredhat

9.1.Billing on subscription gee andthe wordingin terms and conditions we in the wrong

format;

9.2.There was no double opih present;
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9.3.There was no welcome message;

9.4.SMSing STOP to the advertised shortcode did not unsubscribe the; tester

9.5.SMSing CANCEL did not unsubscribe either;

9.6.Notermination of service messageceived

10.

11.

12.

The test indicated that another SP was involved with the teation process, and the
Media Monitor notified SP2 on 80November 20124ppendix 6.

A reply on the same da@ppendix §indicated thatSPXigned an agreement with the
IPand allocated shortcodes to therkbwever these serees wee not liveand theclient
was not billng for the services as he wsidll busy withdevelopment.SP2 suspended
services tdhe IPuntil testingwas completed and instructetthe IPto deactivate the link
until services were live.

As a result of the test on the IP subscriptigervice, the Media Monitor added the
following clauses to those she had listed previousligaasgng been breached (Appendix
14):

12.1. Section4.1.1
12.2. Section11.2.4
12.3. Section 111.3.1
12.4. Section 11.5.1
12.5. Section 11.5.2
12.6. Section 11.9.4
12.7. Section 11.9.5
12.8. Section 11.9.6
12.9. Secton 11.9.10

13.

14.

Also a the 30" November,SP1 said they thought the IP was a new client and did not
know theywere still using SP2 (Appendix $P2 notedAppendix Jthat the billing was
not active andhe subscription did not go through SP2, only theswbscriptiore SMS

number.

On the 3 Decembeithe Media Monitor requested the Complaints division to send the
complaint for formal adjudicatiomAppendix 8. Both SP1 and IP responded the next day:
SP1 promising cooperation and IP apologising again andysidngin were a new WASPA

member and therefore still learning the ropes.
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15. On 8" Decemter the IP wrote again (Appendi) &dmitting liability and promising
15.1. Never to breach the CoC again;
15.2. To refund all consumers.
16. On 7" December012, SPDffered in mitigation(Appendix 1Pthat
16.1. The IP was a customer for a very short time;
16.2. The IP is a WASPA affiliate;

16.3.  The IP has admitted the mistakes were due to inexperience and lack of

understanding of the rules;
16.4. The IP is willing to make full refunttsthe 1333 customers whwere charged;
16.5. The SP1 terminated the service immediately on hearing of the breach of code;
16.6. The SP1 has a good record of compliance;

16.7. There was no way to stop the sending of messages as there was no indication of an

imminent send: the service signed up feas different to what was carried out;

16.8.  There was no history of the IP breaching the CoC so there was no reason for

suspicion;

16.9.  Very little revenue was made; no revenue is due to IP; and the IP still owes the SP1

money.

16.10. Reference wamade tal4.4.6,pointind 2 dzi G KI G & grévidedB/one & SNIIA OS
WASPA member using the facilities of another member, if the member providing
these facilities has taken reasonable steps in response to any alleged breach of the
Code by the member providing the service, thigst be considered as a significant
mitigating factor when considering any sanctions against the member providing the
FrOAtAGASaE ®
17. On 12" December2012, the Media Monitor asked that the complaint be held back until
refunds had been made. On®2Decembei2012 SP1 informed the Media Monitor that
full refunds had been made by the SP1, but information shoulditieheld from the IP

since SP1 wadill awaiting settlement of the accoubly the IP
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Portions of the de of Conduc(version12.1) consideed:

T

1
1

3.3.1

3.5.1
3.9.1

3.9.2

3.9.3

3.94

41.1.

4.1.2.

Members will not offer or promise services they are unable to

provide.

Members must not knowingly transmit or publish illegal content.

Members must bind any information provider with whom they contract for
the provision of servicet® ensure that none of the services contravene the
Code of Conduct or Advertising Rules.

Where any information provider that is not a WASPA member

conducts any activity governed by the provisions of this Code, and makes
use of the facilities of a WBPA member to do so, that member must ensure
that the information provider is made fully aware of all relevant provisions
of the Code.

Notwithstanding clause 3.9.2, where an information provider makes

use of a member's facilities for the sendinfgspam or fails to comply with

the provisions of 5.1.11, the member shall not be liable for any such breach
unless the member failed to take the reasonable measures contemplated
and provided for in 5.3.1.

A WASPA member shall, by obtaining the infation provider's

signature on the WASPA template agreement, be deemed to have taken all
reasonable steps to ensure that the information provider is fully aware of
the terms of the WASPA Code of Conduct and this shall be considered as a
mitigating factor ér the WASPA member when determining the extent of
any possible liability for the breach of the provisions of the WASPA Code of
Conduct as a result of any act or omission by the information provider.
Members must have honest and fair dealings whhit customers. In
particular,pricing information for services must be clearly and accurately
conveyed to customers and potential customers.

Members must not knowingly disseminate information that is false or
deceptive, or that is likely to meshd by inaccuracy, ambiguity, exaggeration
or omission.

4.1.8.Customer support must be easily available, and must not be limited to

a medium that the customer is unlikely to have access to (for example,
support should not be limited to email if a sigo#int number of customers
do not have access to email).

4.1.11Members undertake to inform their wireless application service

5.1.2.

customers that they are bound by this Code of Conduct. Members also

undertake to make these customers aware of the WASPA comgplaint

procedure and the mechanism for making a complaint, should any customer

wish to do so.

Any message originator must have a facility to allow the recipient to

NBY2@3S KAa 2N KSNASEtT FNBY GKS YSaal 3s
database, so as nab receive any further direct marketing messages from

that message originator.
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1 5.1.3. For commercial messages, a recipient should be able to stop receiving
YSaal3Sa FNBY lye ASNBAOS o0& NBLX &@Ay3d 4]
pertain to multiple grvices, either all services should be terminated, or the
NBOALIASY(l &aK2dZ R 06S 3IAOBSYy || OK2A0S 2F &
procedure should be made clear to the recipient at the start of any
YySaal3Ay3a aSNUAOS:T T2 NItSEGR2ZYLEISI oRdzinéy, O izl
first message sent. If it is not technically feasible for the recipient to reply to
a specific message then clear instructions for unsubscribing must be
included in the body of that message.
f 515 ¢KS NBLX & da&/{ ¢ bptcutp@ddedute miisSoniidiuded i@ &l
RANBOG YINJSGAYy3a O02YYdzyAOFGA2yad | a{¢ht
to all direct marketing communications from the message originator.
1 5.1.9 Once arecipient has opted out from a service, a message confitheng
opt-out should be sent to that recipient. This message must reference the
specific service that the rggent has opteebut from, and may not be a
premium rated message.
f 51102 KSNB GKS g2NRa W9b5Q3 W/ !'b/9[ QX W/ b{! ./
inpladS 2 F W{ ¢-but réquestythelsefvicepidiiider must honour
theopt2 dzi NBIljdzSad a AF (GKS 62NR W{¢ht Q KI
1 5.1.12 Direct marketing messages may not be sent on Sundays, public
holidays, on Saturdays before 09:00 or after 13:00, or bothér days
between 20:00 and 08:00, unless expressly agreed to in
writing by the recipient.
1 5.2.1. Any direct marketing message is considered unsolicited (and hence
spam) unless:
(a) the recipient has requested the message;
(b) the message recipient ha prior commercial relationship with the
message originator and has been given a reasonable opportunity to object
to direct marketing communications
(i) at the time when the information was collected; and
(i) on the occasion of each communicatiwith the recipient; or
000 GKS 2NHIYAAlIGA2Y adzZJL @Ay3a GKS 2N 3
AYF2NNIGAZY KFa GKS NBOALASY(diQa SELX AOAI
1 5.3.1. Members will not send or promote the sending of spam and will take
reasonable measures tensure that their facilities are not used by others for
this purpose.
T 9.1.1. The total cost for any entry into a promotional competition shall not
exceed R1.50.
1 9.1.3. Any promotional material for a competition service must include
details of how thecompetition operates.
1 9.1.5. Promotional material must clearly state any information which is likely to
affect a decision to participate, including:
(a) the closing dat®
(b) any significant terms and conditions, including any restriction on the
number of entries or prizes which may be won;
(c) an adequate description of prizes, and other items offered to all or a
substantial majority of participantsncluding the number of major priz€s;
(d) any significant age, geographic or other eligibility restrictions;
(e) any significant costs which a reasonable consumer might not expect to
pay in connection with collection, delivery or use of the prizeemi{O
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(f) the entry mechanism and workings of the competition;
(g) how a person may obtain the competition rules.
1 9.1.7. Competition services and promotional material must not:
OFl0 dza8S 62NR&E& &4dz0K & WoAyQ 2N WLINRT SQ i
offered to all or a substantial majority of the participants;
(b) exaggerate the chance of winning a prize;
(c) suggest that winning a prize is a certainty;
(d) suggest that the party has already won a prize and that by contacting the
promoter of the competitionthat the entrant will have definitely secured
that prize.
1 9.1.8. Any customer entering an IVR, SMS or MMS competition after the
competition has closed must be sent a reply indicating that the competition
has already closed. This is in order to prevetistomer from spending
unnecessary time on a call or submitting repeated entries for a competition
after the closing date or time.
9 11.3.1.If a subscription service is initiated by entering a customer's mobile number
on aweb page or WAP site, then apsgate confirmation message must be
sent to the customer's mobile handset in order to prove that the number
entered matches the customer's mobile handset number. This message may
either:
(a) contain a PIN which is then confirmed or validated on the web,@@
(b) contain the name of the service, an explanation of the confirmation
process, and a URL with a unique identifier, which, when clicked, validates
the handset number.
 11.5.1. Once a customer has subscribed to a subscription service, a notification
message must immediately be sent to the customer. This welcome message
should not be mistaken for an advert or marketing message. The customer
may not be charged for this message.
1 11.5.2.The welcome message must start with the text "Welcome: " and ralsst
be aclear notification of the following information, in the following order:
(a) The name of theubscription servic€
(b) The cost of the subscription service and the frequency of the charges;
(c) Clear and concise instructions for unsubscribing from the sebvice;
OR0O ¢KS ASNWAOS LINRPOYARSNRAa (SftSLK2YyS ydp
f 11942 KSNB (KS ¢g2NRA WoOb{BE!IQI{ /MWL bI [N Wv! L¢Q
2F W{¢chtQ Ay | NBI|jdSads (KSuteqesDA OS LINE ¢
Fd AF GKS g2NR W{¢htQ KIR 0SSy dzSR®
1 11.9.5.Where a service is linked to a specific short code in advertisements for that
service, KSYy aSyRAYy3a I W{¢ht Q NBIdSad G2 GKI G
termination of that service. If a request to a short code could pertain to
multiple services, either all services should be terminated, or the recipient
should be given a choice of sewi terminate.
Reminder: You are subscribed to [name of service provider] [content/service
description]. Cost [cost of service and frequency of billing]. For help call [call
OSYUNB ydzYoSNI b Gox! {0é AT | LIXAOIofSBD
1 11.9.6.If amessage sent by a customer cannot be parsed by a WASP, then the
resulting response to the customer should contain sufficient information for
the customer to be able to unsubscribe from that service, or to be able to
contact the service provider's customgupport.
T 11.9.10.When a customer has requested that they be unsubscribed from a service,
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an unsubscribe notification must be sent to that customer, and must use

the following text format, flow and wording:

1 You've been unsubscribed from [service name].

1 orOrou've been unsubscribed from [service name]. To resubscribe
[service activation instructions]. You'll then be resubscribed at [cost
of service and frequency of billing].

1 14.4.6.Where a service is provided by one WASPA member using the facilities of
another member, if the member providing these facilities has taken
reasonable steps in response to any alleged breach of the Code by the
member providing the service, this must be considered as a significant
mitigating factor when considering any sancti@gainst the member
providing the facilities.

Advertising Rules:

1 11.2.1Text clearly Showing Access Cost and T&C for each service or Content
type offered.

1 11.1.1A facility for opting out of receiving any further SMS, which must be
the lowest possibleast if using SMS as the Access Channel for the
unsubscribe method, or may not be more than 120 seconds if using IVR as
the Access Channel for the unsubscribe method.

1 11.2.5All subscription services must have an unsubscribe facility available
at no more han R1.

Decision

18. Sp1 refers to the IP being an hffie member of WASPA (AppendiX Hnd the IP
itself also refers to ibeing a new WASPA member (Appendig 8 | 2 6 SOSNJ 0KS Lt Qa
membership of WASPA was terminated on th& I0ly 2013 for nopaymentof WASPA

membership fees
19. Onits own admissions, the IP was guiltybogaching
19.1. Section5.112 by sending the SMSes on a Sunday;
19.2. Sectiors9.1.1 by charging more than R1.50.

19.3. Section3.3.1, Section 3.5.1, Sectidrl.2and Section 9.1.3 & dza X 83 N®dzy O

language andamplying that the recipient hadlready won the prize.

20 CAzNIKSNX2NB GKS Lt F3INBSR a2 | y&heFAYRAYIA
aSRALF az2yAid2z2NRa 7T AiyeRdng xperien& N@peiddkdhd NB & dzf (2
subsequent tests madeyithe WASPA testem the 26" November (Appendix)land via
WAP to test the subscription process on @' November(Appendix 13 The IPadmitted
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that he had notunderstood the CoC,anlK SNBX A& GKS aSRAIF az2yAdz2NRa

that the followingsections of the CoC were breached:
20.1. Sending unsolicited marketing messages (Section 5.2.1)
20.2. Providing no details of hotihe competition worked (Section 9.1)3
20.3. falsifying the logs submitted (Section 3.5.1)
20.4. not providing accurate pricing information (Sectiad.4)
20.5. not confirming subscription servi¢&ectiors11.3.1 11.5.1 and 11.5)2
20.6. not providing a customer support numbgBection 4.1.8)
20.7. not providing an opbut in the message (Sectish.1.2,5.1.35.1.55.1.9;
5.1.10; 11.5.2; 11.9.4; 11.9.6 and 110®).
20.8. no response from the shortcod&ectionl1.9.5
20.9. giving no confirmation odetails of prize won (Section 9.}.3
20.10. No response to sms after competition was said to be closed (Section 9.1.8)

21. The number of transgressions listed by the Media Monitor, asasalhe admissions
of guilt by the IP, indicate that the IP was ihd® NA Sy OS R X LJX &dZOK s & yoRi NB A y 3
4 dzOKZ & dzy T 2 NdampaigniteBgeteditné Média Wéaifor. If this had not been
the case, they wodl have got away with their scam antiny consumers would have
been defrauded. As it happened, this was prevented by quick action on the part of the
Media Monitorand the termination of services by both SPewever, as the IP is no

longer a memberor affiliate member of WASPA hias escapd sanctions.

22. This is not the case regarding the two SPs involved. While both SPs immediately
disconnected the IP once they had been alerted of the breaches of conduct, it is clear that
GKSe 6SNB dzyl g NB 2F GKS Lt Qa t@2ABupOSP1 dzy G Af A
gave the CoC to the IP, nothing was done to ensure his compliance. In other words, the IP
did not sign an agreement to abide by the capas suggested in Section 3.9.4. In fact the

L t kKRawledge of the code was sketchy at best.

23. dtisy2id Of SFNJ 6KIFG GNBFaz2ylrofsS YDutddNBaé | NB
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seems a handover of the CoC was all thatg¢pared andho requests were made for

commitment.
24. SP2 makes no mention of supplying the IP with the. CoC

25. Such casualnessan resultm continuing spam contravening the CoC. Thus | find the

two SPs guilty of contravening Section 3.9.1.

26. SPlcouldnotprovide2 3a (G2 GARSYGAFTEe (GKS a2dz2NOS FNRY
LISNBR2Y | AYF2NNIGAZ2Y gl a 200GFAYy Simedthgt | OO02 NRI
the information was provided by the [Ffalsely, as testified by the Media Monitor

(Appendix 1.

27. It is clear that the IP was completely ignorant of the WASPA complaints procedure as

evidenced by his frequent calls and emails requestingtt@tcomplaint be dropped.

28. While both SPs reacted promptly to the complaint, there was little done prior to the
complaint to indicate that they acknowledddiability fortheir customersrontravertions
of the CoCHowever, it is clear that both SPs wemaware of the blatant transgressions

of the WASPA CoC and did take immediate action when this came to light.

Mitigation/Aggravation
AGGRAVATIOMITIGATION

1. In mitigationit must be acknowledged that botBR acted quickly to terminate services
to the IP,and SP1 in particular cooperated willingly with the investigation. The
RAFFAOMzZ 6§ASa OFly 6S IaONAOSR (2 GKS LtQa fI O
retribution, connection difficulties and the confusion arising from the contracts with two

SR.
2. SP1 undertook the process of refunding all 1333 consumers affected by the spam.

3. LG Ad RAFFAOdzA G G2 lFraasSaa oKSUKSNI GKS {tQa A
the IP would respect the WASPA CoC. Based on the facts before me it would tappea
a more conscious effort to uphold the standards set by the CoC might prevent future
fraudsters from contravening the CoC with impunfg. a minimunclearcontracting

with the IP(which was not alleged by the SB)Yyespect the WASPA CoC must bealon
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by all SPas laid down in Section 3.9.4 and must be specifically alleged and proved by
both SPs.

Sanction Imposed

1. SH and SP2areeachfined an amount of RBOO0 for a breach of secti@B.9.1 and
according to sectio8.9.20f the CoC, suspended fdrree monthsstarting from15 July
2014,with the proviso that during that period no IP making use of teeiwvices is found

guilty ofsimilar breaches of the code.
2. A& GKS LtQa YSYOSNRKALI KIFa flLIASRASPR | OliAazy C
secretariat is direct not to accept any application for membership by Loconet in the

future unless it can provide substantive proof that it is able to abide by the WASPA Code

of Conduct.
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Appendix 1

Subject: [WASPA.Archive] [formal] WASPA Code of Conduct complaint Ref: # 18986
From: "WASPA Complaints {Charles Reuvers)” <complaints@waspa.org.za>
Date: Mnon = [

The attached complaint has been lodged with WASPA against Dialogue Mobile.
This complaint is being processed according to the formal complaint
procedure described in section 14.3 of the Code of Conduct.

Accordingly:

- You have five working days to respond to the complaint, and to

provide the WASPA secretariat with any information you deem to be
relevant to this complaint.

- After five working days have passed, this complaint, together with

your response [if any) will be assigned to an adjudicator for review,

and if upheld, determination of appropriate sanctions.

- You do not have an obligation to respond to this complaint. Should

the WASPA secretariat not receive any response from you within this
time period, it will be assumed that you do not wish to respond.

- Your response, and any other correspondence relating to this complaint,
must be sent to <complaints@waspa.orgza=. Correspondence sent to any
other address may not be deemed to constitute a formal response.

- The WASPA Secretariat will confirm receipt of your response.

If you have any questions regarding the Code of Conduct or the
complaints procedure, please address your queries to

<complaints@waspa.org.za=.
Please confirm your receipt of this message.

Warm regards,
WASPA Secretariat

--- A copy of the complaint follows below ---

Date of breach: 26 Mozemh i
WASP or service: | REDACT
Clauses breached: 3.3.1. Members will not offer or promise services that they are unable to provide.

3.5.1. Members must not knowingly transmit or publish illegal content.

5.1.2. Any message originator must have a facility to allow the recipient to remove his or herself from the
message originators direct marketing database,

s0 as not to receive any further direct marketing messages from that message originator.
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Subject: [WASPA.Archive] [formal] WASPA Code of Conduct complaint Ref: # 18986
From: "WASPA Complaints {Charles Reuvers)” <complaints@waspa.org.za>
Date: Mon, 26 Nov 2012 12:00:22 +0200

To: d REDACT
Dear WASPA member,

The attached complaint has been lodged with WASPA against Dialogue Mobile.
This complaint is being processed according to the formal complaint
procedure described in section 14.3 of the Code of Conduct.

Accordingly:

- You have five working days to respond to the complaint, and to

provide the WASPA secretariat with any information you deem to be
relevant to this complaint.

- After five working days have passed, this complaint, together with

your response (if any) will be assigned to an adjudicator for review,

and if upheld, determination of appropriate sanctions.

- You do not have an obligation to respond to this complaint. Should

the WASPA secretariat not receive any response from you within this
time period, it will be assumed that you do not wish to respond.

- Your response, and any other correspondence relating to this complaint,
must be sent to <complaints@waspa.org.za>. Correspondence sent to any
other address may not be deemed to constitute a formal response.

- The WASPA Secretariat will confirm receipt of your response.

If you have any questions regarding the Code of Conduct or the
complaints procedure, please address your queries to

<complaints@waspa.org.za>.
Please confirm your receipt of this message.

Warm regards,
WASPA Secretariat

--- A copy of the complaint follows below ---

Clauses breached: 3.3.1. Members will not offer or promise services that they are unable to provide.

3.5.1. Members must not knowingly transmit or publish illegal content.

5.1.2. Any message originator must have a facility to allow the recipient to remove his or herself from the
message originators direct marketing database,

50 as not to receive any further direct marketing messages from that message originator.
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5.1.3. For commercial messages, a recipient should be able to stop receiving messages from any service by

replying with the word \"STOP\". If a reply could
pertain to multiple services, either all services should be terminated, or the recipient should be given a

choice of service to terminate. The reply \"STOP\"
procedure should be made clear to the recipient at the start of any messaging service, for example by

including \ "reply STOP to opt out\," in the first message
sent. If it is not technically feasible for the recipient to reply to a specific message then clear instructions

for unsubscribing must be included in the body
of that message.

5.1.12. Direct marketing messages may not be sent on Sundays, public holidays, on Saturdays before 09:00

2013-03-20 9:.

\.Archive] [formal] WASPA Code of Conduct co...

or after 13:00, or on all other days between 20:00 and
08:00, unless expressly agreed to in writing by the recipient.

5.3.1. Members will not send or promote the sending of spam and will take reasonable measures to
ensure that their facilities are not used by others for this
purpose.

9.1.7. Competition services and promotional material must not:

(a) use words such as win or prize to describe items intended to be offered to all or a substantial majority
of the participants;

(b) exaggerate the chance of winning a prize;

(c) suggest that winning a prize is a certainty;

(d) suggest that the party has already won a prize and that by contacting the promoter of the competition,
that the entrant will have definitely secured that prize.

4.1.8. Customer support must be easily available, and must not be limited to a medium that the customer is

unlikely to have access to (for example, support should
not be limited to email if a significant number of customers do not have access to email).
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9.1.1. The total cost for any entry into a promotional competition shall not exceed R1.50.

Description of complaint:
Dialogue mobile sent out a sms marketing campaign on Sunday, 25 November.

The campaign is running an illegal competition, spam, message format errors, misleading the consumer
into thinking they have won a prize etc.

Test result attached.
Requirements:
Stop all SMS marketing campaigns with immediate effect.

Provide info on how my number was selected.
And explanation on how this competition works and how prizes are rewarded.

The WASPA Monitor has indicated that this is a serious offence and cannot be resolved informally. The
service provider is requested to provide a formal response
to the alleged breaches so that this matter can be reviewed by an independent adjudicator.

Attached file : Tcst 26 November.docx

seenext page
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Cnmpetitinn Service Test 26 November 2012

Cellphone Number: 0798046209
Airtime balance: R20.24

SMS Code: 48040

VAS Rate: R5.00

Name: | REDACT

The media monitor received the following {unsolicited) message on her personal phone number.
The message was received on Sunday 25 November at 10h18 from +27820072250999,

"fou are todays' lucky winner of R125 000/gift, SM5 ur name and number to 48040, SMS cost only R5.
Offer expires today. Competition verified and approved by Loconet.”

The above is NOT a promotional competition, making it illegal.

When replying with a name and phone number, nothing was received in return. i.e. no confirmation of
competition entry.

When following the entry process on a test number TODAY, nothing was received, however RS was
removed from my airtime. This test number was also not targeted via a SMS campaign and should have
had an unsuccessful entry into the competition. RS was however taken off our airtime. Nothing was
received in return.

There was no customer support number available to query any of the above.

Conclusion:

The above message is unsolicited and illegal (due to it containing a competition as opposed to a
promotional competition).

The message is considered spam due to the fact that no explicit authorization was ever provided to send
marketing messages to 072 188 5960,
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Message was sent on a Sunday.

There was no OPT-OUT in the marketing message.
There was no response when sending the information to the shortcode, however money was removed.
The competition suggests that the user has already won the gift, and by replying they will receive it, yet

no confirmation nor details on prize was received.

Breaches in the Code:

3.3.1. Members will not offer or promise services that they are unable to provide.

3.5.1. Members must not knowingly transmit or publish illegal content.

5.1.2. Any message originator must have a facility to allow the recipient to remove his or herself from
the message originator's direct marketing database, 50 as not to receive any further direct marketing
messages from that message originator.

5.1.3. For commercial messages, a recipient should be able to stop receiving messages from any service
by replying with the word "STOP". If a reply could pertain to multiple services, either all services should
be terminated, or the recipient should be given a choice of service to terminate. The reply "STOP"
procedure should be made clear to the recipient at the start of any messaging service, for example by
including "reply STOP to opt out” in the first message sent. If it is not technically feasible for the
recipient to reply to a specific message then clear instructions for unsubscribing must be included in the
body of that message.
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5.1.12. Direct marketing messages may not be sent on Sundays, public holidays, on Saturdays before
09:00 or after 13:00, or on all other days between 20:00 and 08:00, unless expressly agreed to in writing
by the recipient.

5.3.1. Members will not send or promote the sending of spam and will take reasonable measures to
ensure that their facilities are not used by others for this purpose.

9.1.7. Competition services and promotional material must not:

(a) use words such as ‘win’ ar ‘prize’ to describe items intended to be offered to all or a substantial
majority of the participants;

(b) exaggerate the chance of winning a prize;

(c) suggest that winning a prize is a certainty;

(d) suggest that the party has already won a prize and that by contacting the promoter of the
competition, that the entrant will have definitely secured that prize.

4,1.8. Customer support must be easily available, and must not be limited to a medium that the

customer is unlikely to have access to (for example, support should not be limited to email if a
significant number of customers do not have access to email).

9.1.1. The total cost for any entry into a promotional competition shall not exceed R1.50.
REQUIREMENTS:
Stop all 5MS marketing campaigns with immediate effect.

Provide info on how my number was selected.
And explanation on how this competition works and how prizes are rewarded.
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Appendix 2

Subject: Re: [WASPA.complaints] [formal] WASPA Code of Conduct complaint Ref: #18986
From

Date REDACT
To: cf
<reg
CC: a

Dear Charles

Hope this email finds you well.

Just want to keep you to date with this complaint. I have spoken to Staneo
of Loconet this morning who is a Affiliate member of WASPS who informed me
that he is at the moment compiling a email answering all the questions put

in the complaint which he will forward to all relevant parties.

I will most certainly keep on top of all this as his account has been

suspended and without your go ahead that this has been resolved I will not
release his account.

If I can assist you with any further information please do not hesitate to
contact me at any time.

Kindest regards

REDACT

See next page

Monday, 14 July 2014 Page 20 of 52



Wireless Application Service Provider Association

Report of the AdjudicatorComplaint #18986

Subject: Re: [WASPA.complaints] [formal] WASPA Code of Conduct complaint Ref: #18986
Redact ue.net>

Hi Ilonka

Hope you are well and thank you so much for all your assistance in this matter.

I just had a word with Anna Groenewald and she also confirmed the following:

1. Loconet’s account was activated on Friday 23" November
2. His account was suspended on Monday when this problem came up and
will stay suspended until further notice.
3. His credit reference came back clear.
4, He signed up as a bulk account and then requested MT Billing for

music download according to his Service Description. We were at no stage
informed that he was running a competition campaign. Further he was
informed and received the WASPA Code of Conduct.

5. We have no control of regarding the setting up of his campaigns as he
only uses us as a aggregator and our routing system.
6. They must supply the proof of subscription or of how the customers enter

the competitions.

[lonka if I can assist you with any further information please do not hesitate to
contact me at any time.

Best Regards

REDACT
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Appendix 3

Subject: [WASPA. complaints] Formal complaint: # 18986
From: Staneo <staneo@ymail.com:=
Date: Tue, 27 Mov 2012 01:58:38 -0800 (P5T)

Good day
After a 24hour furtk
because af the n

arough imoestigatior
ty involve with a fermal con

e awlward discoveries we be, alter o formal complaint ReE¥ 18986, ouraccount was suspended and still is l-l...:.|"'“|.d ed,
af, and we do et have aceess 1o commuiication with the winness of this reward event and we will not be held be for any

Liv

complaints that may raise in the luture comee try cewards event because Dialogue had every right to suspend our account due o u 'ﬂ"ll-dl |.'|.'-|np|u.| nL. hm:-:LI'.L'I-:'s-:.

alter our Latest investigatian, we have discoves was logged by a waspa em ployes Lo waspa, Bke 1 eaid s impessib
competition for 2 WASPA employes, that's rather sufcidal, We fear we have been compromised. At the turn of event we would ke to have the formal com
remaved permanently and all complaint that may arise due o us being suspended, and we will not be hasting any lurther reward events again as we have comcrte
that relers (o us a8 victims. We will keep all information for lutuce relerence as we dlwu:.r:. da.
The numbers D7IB046209 and 072 1BES960 were entered anline inte our ree online 1
prool). The 07 21885960 number won a Niken Coolpix 52600 d camera gill but
competition event by Jarred Gray from 33 Balvedere Avenue, Oranjeziche, Cape Town, 8001 [I.Jn}t. Gray confi t
November 2012 and also conflirms both numbers), ase find volce .'!LIJ-I'IJ.I.\h attached lor prool). We would |:-r|.'!|.': Lhis

= ""l.' onlir
it competition event on 21
.'"'J.'I:Iil.|"."'J.'I'.|.‘l|il..'l|. nat o be entertained any lurther at the
eputation with ourclients and Eaisons.

cost af Laconiet a3 our socaunt i suspended for unneceseary reasans whilst losing
Reguests:

This it a formal complaint from a Waspa employes to Waspa corcerning Loconels event, which we abided to lawfully, please kisdly remove: 018986 ram your list.
Please re activate our account as soon as applicable.

Tour most sincere consideration will be highly appreciatad.

Kind regards

Previous Message|Znd])

Good day

After a Formal complaint lodged at WASPA dated [ 26-11-12)Bel-# 1H#986, we instantly lorwarded the btm supporting document of 0721885960 entering the competition and kndly
answered all the requirements, nonetheless we were extremely shocked an bow a formal complaint could passibly have happened, as we were running a free online entry
competitian and only winners were contacted by the sms because winning was a guarantesed certainty until the closing day of the competitian, this was declared as a non-pralit
evenl [rem date of initiation.[25-11-12)

W ran a thorough investigation on this matter alter the number could nat be accessed telephonically, and we made rather awbwarnd discoveries, 1 the number wan a Niken
Canlpix 52600 digital camera gilt but did not claim the prize, 2 the number belongs to Donka Gray a WASPAemployee, 3 the number could mot be reached lor any means of
communication

I3 impos

i tdual as we tried lu Lra k
Ve honestly apelogize for an
trauble for Lecanel with
Kind Regards

al, W fear we have been compromised and setup by an unidentlied group or

IJil.|"JrI.'I.'pIJ|""
pologies ta Hon

Lignlly enteced a WASPA number into our free non-profil event, as to spark
a (i

][Lt.l:ll:lc.c.ay

see next page
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"D prinn of pompdains
Diabogpse b e sent oot a s rurkorting caspuge o Sondiay, 315 Novesdber

T coirprisign b ronsirg an Degpal
Tl eading she LonEamer Irng o

rppelilion, apus, e femmat oo,
R ihey Bave w3 prize s

Test resalt attached

Redquiremeals:

previler b reagusited ta provide o rud
all=ged breachess w0 thas this master cam b revicwed Ty an
Sdependent adialicator”

Your Reqguire ments:

Stop all SMS marketing campaigns with immediate effect

Result: There was no marketing taking place via sms ever, only winmers were informed via sms and the competition dosed on the 25th of November, competition was
leee to enter online and adverising was done online.

Provide info on how my number was selected.

Result: Your numbser was entered on the online website wap site for free,

And explanation on how this competition works and how prizes are rewanded.
Please refer to our Terms and Conditions as well, our linal means of communication is email with the winoers and delivery of winnings by post or band delivery.

Dialogue mobile [Loconet) sent out a sms on Sunday 25 November to this number 0738046209 and any other number that has won a prize (rom entering
our [ree online competition at hitp: S www lotonel ooea FSCOMPETITIONS php, unfortunately no one in this world can control who enters your number online i youa

claim that you didn't enter this competition by yoursell, we can only advice and try our best Lo restrict your kids,friends and family not to enter on your behall, and
please do take your time W read our terms and conditions lor future relerences.

This campaign is legal, and we are fully aware of the waspa terms and conditions, there is nothing wrong with telling someone who has won a competition that they have
wona prize, which they can claim, unlortunately this complaint is invalid and was raised too soon as all the prize winners will be rewarded with their prizes, including
the winner of the R125000, this was a (ree online competition and a lot of people have entered it the winners were notified by sms if you received a message stating that
you have wom, itsimply means you have wor you have no right to feel mislead, Loconet is a reputable company. Summary prizes were rewarded toall the people who
received the message conlirming they have won and woder the term and competition that they have replied with contact info. Remember we didn't steal a cent [fom you,
we just told you bave won which you did, and | Fear you have been victimized before buy none waspa members and in this situation you lkave reacted Lo soon o a legit

see next page
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situations.

My apologies [or any inconvenience o everyone, hope we are on the same page.

Kind Regards
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Appendix 4

Subject: [WASPA.complaints] FW: FW: Formal Complaint #18986

From: Wiz
Date: We REDACT
To: Ilonk
monitor@
CC: don(@

:@waspa.org.za,

Dear Ilonk

Please see email response from Loconet.
We again would like to state the following:

Dialogue activated their account 19 November 2012, after approval for music services were approved by
Vodaom.

The customer struggled with their connections and after numerous support calls the client went live over the
weekend. We were not aware of the competition that they will be running or that they will be breaching the
code on so many levels.

The client should have familiarised them with the code as all our other customers do.

As soon as we were made aware of te breach Dialogue immeiately suspended the account and the account
has remained suspended.

Dialogue does not support this kind of behaviour and would not allow a service such as this to be live on our
platform. Unfortuanately we had no idea that this were happening.

We apologise for the inconvenience this has created and can again assure you that we have been operating
without any of these issues since 2008 and this has been our real first encounter with these kinds of
breaching services.

Kindest regards

Wilma Murray

Customer Liaison Manager
Dialogue Mobile - South Africa

| e S| (R |, SR ——— T PR ——
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see next page
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