Wireless Application Service Provider Association

REPORT OF THE ADJUDICATOR

WASPA Member (SP): Opera Telecom t/a / Opera Interactive (SP) (0068)
Information Provider (IP): Sprint Media S.LIK) (1168} Mobmatic

Service Type: Subscription Service

Source & Complaints: Public

Complaint Number: 17611

Code Version (CoC): Code of Conduct2.0/12.1

Advertising Rules (AR): Advertising Ruleg.3

Date of Adjudication: 15 June 2013

Other Adjudications referred to: 16735, 16668

ComplaintSummary

1. ComplaintA 17611 is the escalation of the unsubscribe requd&118897 regarding
subscription service charges. The formal complaint was sahet@/ASP on the 27
June 2012 anthe IPresponded on % July 2012nitially denying any wrongdoing and
refusing a refund Several further communications followed which included the re
subscription of the complainant notwithstanding the existing unsubscribe reqOsst.
the 23% August 2012He IP reported that this matter was resolved and a day lad"(
August 2012 the complainantcontradicted that aesolutionhad been achieved and
indicated that (notwithstanding this prolonged dispute) he had beesubscribed to
the service once again on or around the 24 August 2012. In total it would appear that

the complainant was suderibed three times to the service offered by the SP/IP.

Portions of the Code of Conduct (versidr2.0/12.1) considered:

 11.2.1.Customers may not be automatically subscribed to a subscription service
as a result of a request for any nsnbscriptioncontent or service. Customers

may not automatically be subscribed to a subscription service without

Monday, 17 June 2013 Page 1 of 31



Wireless Application Service Provider Association

Report of the Adjudicator Complaint #17611

specifically opting in to that service.

1 11.2.2 Any request from a customer to join a subscription service must be an
independent transaction, with the spiic intention of subscribing to a service.
A request from a subscriber to join a subscription service may not be a request

for a specific content item and may not be an entry into a competition or quiz.

T 11.9.8.Members must ensure that the termination meanism is functional and

accessible at all times.

1 11.9.14.f a consumer lodges a request with WASPA to be unsubscribed from a
subscription service, the WASPA member concerned must honour that request

within two working days (48 hours) of that request lgpipassed on by WASPA.
ADVERTISING RULES

 None.

Decision

2. Clearly it is important that a positive act be performed by a potential customer in order
to subscribe to a subscription service. This decision is a relatively simple case of an
alleged automatic duscription with no action being alleged to have been made by the
complainant. ThéP in turn originally persisted with its claim that tbemplainant had
been legitimately subscribed and provided suitable evidence (including, for example, the
handset makejo support their allegation(Please refer to the Annexures for the

evidence providedby thelP)

3. The complainant did little to refute that the evidence provided by fRe&vas incorrect
and instead relied on a bare denial that he had subscribed to the service provided by the
SP/IP. For instance it would be useful to obtedonfirmation on that date the
O2YLX FAYylIyiQa KIFIYyR&aSi o0Y20AtS LIK2y S0 é6la Ay

subscribe the service was taken on thé'1Bine 2011.

4. At this point, based on the evidence available, there was little to indicate that the

complainant had not voluntarily decided to subscribe to the service as alleged by the SP.
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5. However the complainant was subsequently (after the lodging of the complaint) re
subscribed at which point the SP contacted the complainant and offered a fulldrefun

R343.00 without admitting liability or wrongdoing.

6. Although it is not discussed by either party it is worthwhile to consider the concept of
the confidentiality of settlement negotiations between WASPA members and
complainants. Both within the disputesolutions process of WASPA and in the South
African courts the concept of settlement negotiations is well entrenched. Settlement
negotiations often result in the parties arriving at a mutual agreement and this is broadly
to the benefit of all parties icluding WASPA as less time and money is sent resolving
disputes that could have been settled. In general any negotiations between the parties
should remain confidential and should not form part of the decision by the WASPA
adjudicator. However this rule dfie confidentiality of the settlement negotiations (and
in particular an offer made by a particular party) cannot be retained in the event that the
party making the settlement offer voluntarily provides the details of this offer to a third
party. In thiscase the SP involved directly disclosed to the WASPA secretariat that an
offer had been made to the complainant and the amount of the offer. As such the SP
voluntarily chose to waive the confidentiality of this communication by its own action.

As a resulthis email and the offer contained therein form part of the record.

7. Returning to the matter at hand it appears to be common cause between that parties
that if the complainant had been automatically subscribed and hadail@n an active
step to request tlat he be subscribed to the subscription service then such an act would
contravene 11.2.1 of the WASPA Code of Conduct. As such there is no dispute of law or
of the WASPA Rules. Only a dispute of fact remains, to wit: Did the complainant take an

active stepto subscribe to the service on three separate occasions

8. On the balance of probabikisand considering all the facts in my possession lifind
unlikely that the complainant rsubscribed ornwo further occasions bearing mind
that he was alreadynhappy with the SP/IP and required that the mafpeoceed to a
formal dispute. Consequently | find thite SP has contravened clause 11.2.1 in that the
complainant was automatically subscribed to a servicewhe did not specifically

request.

Mitigation/Aggravation
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AGGRAVATI@GMITIGATION

1. The Shas had eight adjudicationmiblishedin which it was alleged that clause 11.2 was
breached since 13 December 20¥2ry similar facts were discovered in severaheke
communications but in many of these complaints no finding of a breach of clause 11.2
was able to be foundA further reference to complaint 16735 makes interesting reading
in terms of the track record of the SP, although this adjudication was pgrtia
overturned on appeal. Of particular concern was the finding in complaint 16668 that the

IP falsified the logs which were submitted to the WASPA Secretariat.

2. Itis worth noting that the actual infringements in this matter occurred some time ago
and sinilar action has been taken with regard to the breach of the WASPA Code of

Conduct in the intervening time.

Sanction Imposed
1. ThelP is fined an amount of R®O for a breach of section 11.2.

2. ThelP is required to refund the complainant the full substoip fees paid by the
complainant. If the complainant refuses to accept the refund within the period of 30
calendar days of the publishing of the report or does not respond to at least three
requests by thdP within those 30 days then no further actiorthis regard need be
taken by thelP.

3. The SRnd the IParerequired to remedy the breach of clause. 1hin its technical

systems

4. ThelP is fined an amount of RB®OO which is fully suspended provided that tRedoes

not re-subscribe the complainant again.
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Dear WASPA member,

The appended unsubscribe request was logged on the WASPA unsubscribe system on
2012-86-05,
but the complainant has indicated that they are not satisfied with your response.

Therefore, the WASPA Secretariat has no choice but to escalate this query to a formal
complaint against Sprint Media S.L..

Accordingly:

- You have five working days to respond to the complaint, and
to provide the WASPA secretariat with any information you
deem to be relevant to this complaint.
- After five working days have passed, this complaint, together
with your response (if any) will be assigned to an adjudicator
for review, and if upheld, determination of appropriate sanctions.
- You do not have an obligation to respond to this complaint.
Should the WASPA secretariat not receive any response from you
within this time period, it will be assumed that you do not wish to respond.
- Your response, and any other correspondence relating to this
complaint, must be sent to <complaints@waspa.org.za>.
Correspondence sent to any other address may not be deemed to constitute a formal
response.
- The WASPA Secretariat will confirm receipt of your response.

It is recommended that your response should include as much as
possible of the following information that is relevant to this
complaint:
- Logs as stipulated in clause 11.18.2. of the Code of Conduct
- Information on how this service was or is advertised

e.g.: TV, WAP, Internet, SMS, radio
- A copy of the advertisement/marketing material
- In the case of a TV advert please provide flight times

and codes
- Statistics on the number of entries/users of this service

If you have any questions regarding the Code of Conduct or the
complaints procedure, please address your queries to

<complaints@waspa.org.za>.

Please confirm your receipt of this message.

Warm regards,
WASPA Secretariat

--- A copy of the unsubscribe request follows below ---

The user who escalated this request has provided the following reason for
escalation:Now how convenlent!

since my compliant of somehow subscribing to the "Sprint media" without me actualy
completing a subscription form of any kind id like to know (why not atach me a PDF of
that completed subscription "with all my details"

rather than the form u sent with a standarised letter with assuptions?)

My Point is I AM MYSTERIOUSLY SUBSCRIBED TO THIS FISHMOBILE AGAIN!!!!!
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if u do not respond with a possitive attidude i will be taking this matter into Legal

Action

i am absolutely sure that if i start my research i will not be the only 1 out of
5@million mobile phone users with the same problem

Kindly find the spokesperson

Dooamnde

Removed by adjudicato

WASP members

Sprint Media S.L.

Details of the
Mobile number: ¢
Customer name: H
Customer email:

complaint

Removed by adjudicato

Actions requested:

- sp
- sp
- sp
- sp

WASPA

requested to
requested to
requested to
requested to

unsubscribe customer

send an SMS confirming this unsubscribe
provide proof of subscription

contact customer regarding a refund

member response: Sprint Media S.L.

Response to unsubscribe request: Unsubscribed and blocked
Confirmation SMS sent to the customer: Sent

Response to the request for a refund: No refund offered
Upload proof of subscription: Uploaded by WASP

Proof of subscription available from http://secure.ff.co.za/unsubscribe

in charge of this company to call me ASAP

/proof.php?action=view&id=3118897&wasp=3081

Comments

charles on 2012-86-B5 ©9:07:48 said:

Complainant writes: or some reason 1 am occasionaly ivolantary subscribed to a

service provided by operainteractive.co.za who take my airtime, i would like to file
a complaint regarding. My mobile services provider states this is a known problem for
sometime now how come these guys still operate ?

Opera Telecom t/a Opera Interactive on 2012-26-86 ©8:58:36 said:

Handed over to Sprint Media

Lebo
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B2 Unsubscribe request
Manage unsubscribe request #3118897 (Edit this request)
Status: Closed
Flagged for special N
attention: 0
mobile number: |REMOVed by adjudicato
Customer name:
Customer email:
WASP responses
WASP SMS Proof of Customer
WASP Status Response Confirmation subscription Refund contacted
Opera Telecom tfa Handed Unsubscribed Sent Requested Reguested No
Opera Interactive aver
Sprint Media 5.L. Processed Unsubscribedand — Sent Uploaded by WASP  No refund No
blocked (view) offered

Secretariat

actions:

Opera Telecom t/a Opera Interactive
Sprint Media S.L.

Select/'deselect ALL WASPs
Please provide a reason for escalating this request to the complaints team:

Escalate this request

Comments
Author Date
Charles

Time Comment

Opera Telecom
t/a Opera
Interactive

Add a new comment:

Add comment

History
User
Charles
Charles
Cron

Opera Telecom tfa Opera
Interactive

Opera Telecom ta Opera
Interactive

Opera Telecom tfa Opera
Interactive

Sprint Media S.L.

Monday, 17 June 2013

2012-08-06 08:58:36 Handed over to Sprint Media Lebo

Date Time Action
2012-06-05 09:07:40 logged

2012-06-06 08:58:36 handover
2012-06-06 08:58:36 wasp_update
2012-06-06 08:56:36 wasp_update

2012-06-06 15:58:32 wasp_update

Escalate this request to a formal complaint for the following WASPs:

Detail
Nane
2012-06-05 09:08:57 complainant_notified Paul

2012-06-06 08:01:07 aworeminder

Opera Telecom t'a Opera Interactive

Sprint Media S.L.

2012-06-05 09:07:40 Complainant writes: or some reason i am occasionaly ivolantary subscribed fo a service provided by

unsub response changed from "None” to "Unsubscribed”

confirmation sms changed from "Reguested” to "Sent”

unsub response changed from "None” to "Unsubscribed and

blocked”
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Sprint Media S.L.
Sprint Media S.L.
Charles
Charles
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2012-06-06 15:58:32 wasp_update
2012-06-06 15:58:32 wasp_update
2012-06-06 15:58:32 proof_supplied
2012-06-08 15:26:21 closed
2012-06-25 17:55:02 escalated

Complaint #17611

confirmation sms changed from "Reguested” to "Sent"
refund changed from "Reguested” to "No refund offered”
Sprint Media S.L.

Naone

Formal complaint #17611
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B3  Logs for unsubscribe request

Cell phone number: 3 - .
SubsF::ription Sewice:RemOVEd by adjudlcato
Date sign up: 13th June 2071

Time sign up: 13:57.:51

Starting access point/Device: HTC

How the number entered into our database? The user saw a mobile advert and clicked on the link and
inputted their number. Terms & Conditions state that a number can be used to receive free promotional
messages relating to this and other services operated by our company.

History: |Removed by adjudicato]

ebsite Registration
IP Address: 196.215.101.184 (ZA)
URL: http://veage.com/SA/sms offer/
Phone: internet explorer 8.0
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows
NT 5.1; Trident/4.0; GTB6.5; InfoPath.2; NET CLR

Web Registration

20101003 WebSite 2.0.50727; .NET CLR 3.0.4506.2152; NET CLR 3.5.3072
e 16:08:10 Meors®  NET CLR 1.1.4322)

The user was sent a promotional message and responded on the 13" of June 2011 to this
message, following the process of the subscription until it was completed.

As a Mobmatic Freemium user, the user showed interest in our premium service prior to subscription. When
a user shows interest in our premium subscription service by responding to the promotional message they
are taken to the 1*' element of the upgrade process, this being the Landing Page.

No user is taken any further in the process unless the interested party completes the initial Call to Action
following the Landing Page. If these actions are completed, the remaining 3 stage process commences, but
at the end of each stage, the user is required to complete specific Calls To Action to proceed. Only when all
3 stages are completed is a user subscribed and they receive the required Welcome Message. Therefore,
subscription is not possible without user interaction.

With every service we operate, users have the opportunity to read the Terms & Conditions of service prior
to accepting the service. These are displayed throughout the process. Also the system captured the user's
IP address and the handset type.

To guide the user through the process, we have provided graphics of the pages that were displayed on your
handset device during the subscription process:

SMS Sent MSISDN Confirmation Confirmation Page Complete Page
IMPORTANT. FTIO Lasding
Ciicik on th link ce the SMS you are lick 10 eraer B walipapar W you wre it forwmrdid
about o receie 0 confem your cel c downloads area: auliomatcally within 10 seconds Cick
rumber http:/lems.cx/x/XXKXKX ) s
suppGH B mabmatic.co.za to continue Eompiete
suppart Emobmatic co.aa
rase Wl Gickng
Seclaring 12 5 18 arcl e
term and corcMorg end il
onal S8 1sirg & e ad o
o

(1) Shows the message displayed on your cellphone screen once the link carried in the promotional
message was clicked on, also known as Landing Page. In the body of the message it is clearly stated that
itis a "SUBSCRIPTION SERVICE" and its charge and billing frequency."R7/DAY". By introducing the
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number & clicking on the action link [CONTINUE] you are accepting the terms and conditions, as well as
completing the First opt in of the Double opt in process.

(2) After this action has been taken another message is displayed on your cell phone screen informing you
that a SMS will be sent to continue the activation process.

The SMS sent contains a link, that when clicked takes the user to the confirmation page

(3 & 4)The confirmation page reiterates the terms and conditions, that it is a SUBSCRIPTION SERVICE, its
charge and billing frequency: "R7/DAY". When the user clicks on [COMPLETE] they agree to accept the
terms and conditions as well as completing the subscription registration and double opt in process.

When the user completes the subscription process, a further SMS is sent, this SMS is known as the
Welcome message and again advises the new subscriber that they have joined a subscription service, its
charge and billing frequency, website address to Mobmatic along with the access password to enjoy the
service. This SMS also carries the Customer support helpline number, email and how to opt-out of the
service if so wished ceasing the subscription.

(1) Mobmatic Landing Page Registration

Removed by adjudicato

History:

Website Registration

IP Address: 41.3.228.21 (ZA)

URL: http://m.mobmatic.com/lps/test/wpsa3/
MSISDN Passthrough: YES

Web Registration
Phone: HTC P3450
User-Agent: PPC; 240x320; HTC P3450/1.0 Profile/MIDP-
2011-06-13 Website 20 Conﬁgwa'tionfCLDC-l A Mo_zi]laf4.(} (compatible;
< 1B:23:57 vobmaic  MSIE 6.0; Windows CE; IEMobile 6.12)
(2) SMS sent
2011-06-13 — 30328
> 18:24:00 sobmatic  CLICK http:/fems.ex/r/9CE37B50 TO CONFIRM AND CONTINUE

(3) Confirmation Page / Double Optin Completion

(5) Welcome SMS

Welcome: Meet local South African singles at www.mobmatic.com login
2011-06-13 Delivered On 39328 Pass=91223030 support@mobmatic.com/ 0213002334/ 2unsub sms stop
== 18:48:40 Mobmatic  39328/subscription/R7/day.

In order to comply with the relevant regulation for operating mobile subscription services in South Africa,
reminder message must be sent on a monthly basis informing the user of their subscription service, its
charge and billing frequency and how to opt out if they so wished. The most recent monthly reminder sent
to their mobile number is shown below

The subscription service was cancelled at their request on the 06" June 2012 and removed from our
database on the same day.
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2012-06-06 nbo 30328
= 08:58:25 frbound Mobmatic STOP
2012-06-06 — 39328 Info: This is to confirm that your cell number has been unsubscribed
o 08:58:26 Mobmatic from Mobmatic. Thank you! support@mobmatic.co.za
CONCLUSION:

* The complainant subscribed to Mobmatic subscription service through a double opt-in process.

= The terms and conditions of the service were clearly displayed on the Landing Page as well as the Confirmation
page.

= A Welcome message was sent to the Complainant, which confained all the required information

* A monthly Reminder Message was sent to the Complainant, which contained all the required information.

*  Anunsubscribe request was received, which request was honored and an Unsubscribe Confirmation message
was sent to the Complainant.

= The daily subscription fee of R 7 per day is for access to the Mobmatic service. It is irrelevant whether content is
downloaded or not.

* Therefore, the subscription has been confirmed and all rules and regulations have been complied with.

We trust you find the above in order and look forward to your response herein.

Kind regards,

Customer Support

Service Description: Mobmatic is a mobile entertainment service, where registered customers
can play games, download applications, ringtones, wallpapers and interact with other users, and
much more. Mobmatic rewards its Premium users by asigning coins and points/credits on a daily
basis which can be exchanged for products and services in our website www.mobmatic.com.

Brief guide as to the role of a subscription service

* A user can either be charged for each message they receive, or at regular intervals, such as
weekly or monthly. If they only want to receive a single message with particular information, or
updates for a limited period (such as during a sports tournament), they should check whether they
are subscribed to a recurring service, in which case they would continue to be charged for further
messages.

« If a user ‘pay-as-you-go’s’ for their phone, charges will come off their credit right away. If they
pay on a monthly contract basis, all charges will be added to the bill. If they are bombarded with
unexpected or unwanted messages, they should not ignore them but check the terms of any
short-code services they have used, as it is be likely that they will be charged for these messages.
« A user can stop any subscription service immediately by texting STOF to the short-code
number concerned. If they are subscribed to more than one service from the same number, they
can cancel all at once by texting STOP ALL.
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B4  17611.004 WASP reply 201(7-04

Removed by adjudicato

Removed by adjudicato

Removed

by
adjudicatd

Complaint #17611

Removed by adjudicator
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